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NUH®OPMALIMOHHAS TIAMSITKA
JUISI OBYYAIOIMXCS 1J151 PASMEIIEHMS
HA O®PUIAAJIBHBIX UHTEPHET-PECYPCAX

C KaXIIbIM T'0JIOM MOJIOJIC)KH B MHTEPHETE CTAHOBUTHLCS OOJIBIIIE, a IIKOJIBHUKH OIHH U3
CaMbIX AaKTUBHBIX Ioib30BaTenedl PyHera. Mexay TeM, NOMHUMO OTIPOMHOIO KOJUYECTBA
BO3MOJKHOCTEH, HHTEPHET HECET W MpoOJIeMbl. JTa MaMsATKa JOJDKHA MOMOYh TeOe Oe30macHo
HaXOJUTHCS B CETH.

KoMmnbrorepHbie BUPYCHI

KomneroTepHbiii  BUpPYC - 3TO  Pa3HOBUIHOCTh  KOMIIBIOTEPHBIX  MPOrpamM,
OTJIMYUTEILHON OCOOCHHOCTBIO KOTOPOH SIBISIETCS CIIOCOOHOCTh K pa3sMHOXKEHHIO. B
JIOTIOJIHEHHE K TOMY, BHPYCHI MOTYT MOBPEAUTH WJIM MOJTHOCTHIO YHUUYTOXHUTH BCe (alliibl U
JaHHbIE, MOJKOHTPOJIBHBIE MOJIb30BATEI0, OT UMEHH KOTOPOro OblIa 3ammylleHa 3apa’kKeHHas
MporpaMma, a TaKKe MOBPEAUTh WIM J1a)K€ YHUUYTOKHUThH OINEPALMOHHYK) CUCTEMY CO BCEMU
daitnamu B 11eioM. B 601bIIMHCTBE CllydaeB pacipOCTPaHSIIOTCS BUPYChI Uepe3 HHTEPHET.

MeTobl 3alMThI OT BPEIOHOCHBIX TPOTPAMM:

1. I/ICHOHBBYﬁ COBPEMCHHBIC OIICPAIMOHHBIC CHCTCMbI, HMCHOIIUC CCpBCSHHﬁ YPOBCHB
3alIUTBI OT BPCAOHOCHBIX IIPOIrpaMM;

2. TlocTosHHO ycTaHaBnuBail maut (LM(POBBIE 3aILIATKH, KOTOPbIE aBTOMATHYECKH
YCTaHABIMBAIOTCA C IENbI0 JOpabOTKM TMpOrpaMMbl) M JApyrue OOHOBIIGHUS CBOEH
omnepairoHHoN cucteMbl. CkaunBai UX TOJIBKO C opUIManbHOTO caita pazpadorunka OC. Eciu
CYIIECTBYET PEKUM aBTOMATUYECKOTO OOHOBIIEHUS, BKIIOUYH €T0;

3. Paboraif Ha CBOEM KOMIIBIOTEPE TOJ] TIPABAMH TOJIB30BATENS, 4 HE aIMHHHUCTPATOPA.
OTO HE MO3BOJMUT OOJNBIIMHCTBY BPEIOHOCHBIX MPOTrpaMM HWHCTAJUIMPOBAThCS Ha TBOEM
NIEPCOHAIIBHOM KOMIIBIOTEPE;

4, Vicrionb3yii aHTHBMPYCHBIE MPOTPAMMHBIE TPOAYKTHI M3BECTHBIX TPOU3BOMTENEH, ¢
aBTOMAaTHYECKUM OOHOBIIEHUEM 0a3;

5. Orpanuub GU3MIECKUI TOCTYI K KOMIBIOTEPY ISl HOCTOPOHHUX JIHIL;

6. Ucnons3yii BHEIHEE HOCHTEIM MH(OPMALIUHU, TaKKe KaK (uielka, TUCK uiu (aiin u3
MHTEPHETA, TOJIBKO U3 IPOBEPEHHBIX HCTOYHHUKOB;

7. He oTKpbIBail KOMIBIOTEPHBIE (ailyIbl, MOTYYEHHBIE M3 HEHAJEKHBIX MCTOYHHKOB.
Jaxe Te ¢ailbl, KOTOpble NMpUCIal TBOW 3HAKOMBIN. Jlydllle yTo4HH y HEero, OTHpaBisl JU OH
TeOe Ux.

Cetu WI-FI

Wi-Fi - 310 He BuJ mepeaayn JaHHBIX, HE TEXHOJIOTHSI, a BCETro UL OpeH, Mmapka. Emre
B 1991 romy Huzaepnanjackas xommanusi 3apeructpupoBana openn « WECAy, ato o6o3Hagamo
coBocouetanue «Wireless Fidelity», koTopslii mepeBoanTCS Kak «OeCpOBOIHAS TOUHOCTBY.

Jlo Hamiero BpeMeHH Joluia Jpyras aOOpeBuarypa, KOTOpas SIBISETCS TaKOW IKe
TexHojoruei. Ito abopesuarypa «Wi-Fi». Takoe Ha3BaHHe OBUIO TaHO C HAMEKOM Ha CTaHIapT
BhICIIIEH 3ByKOBO# TexHukH Hi-Fi, uTo B epeBoie 03HaYaeT «BBICOKAsi TOUHOCTDY.

Jla, OecrulaTHBI MHTEPHET-IOCTYM B Kade, OTeIsIX W a’poIopTax SBISETCS OTIMYHON
BO3MOXHOCTBIO BBIXOJIa B MHTEpHET. HO MHOTHE dKCIepThl CUUTAIOT, 4To odmenoctynubie Wi-
Fi cetn He sBIsIIOTCSI O€30MaCHBIMM.

CoBetsl 110 6e30macHOCTH paboThl B 00menocTymHbix cetsx Wi-fi:

1. He nepenamaii cBoro nmunyro uHdopmauuioo uepes obmenoctynnsie Wi-Fi cern.
PaboTast B HUX, KeJTaTeJIbHO HE BBOAUTH MAPOJIU JOCTYIIA, JIOTHHBI ¥ KaKUe- TO HOMEpa;



2. Vicnionb3yil 1 OOHOBISH aHTUBUPYCHBIE TIPOrpaMMBbl U Opanamayep. TeM caMbIM ThI
obe3omacuiib ce0s OT 3aKa4YKH BUPYyca Ha TBOE YCTPOUCTBO;

3. IIpu wucnonszopannun Wi-Fi orkmoun ¢Qynkimuio «O6muili goctyn k Qaiinam u
npuHTepam». [laHHas QYHKIUS 3aKpbITa 10 YMOJYAaHUIO, OJHAKO HEKOTOPHIC ITOJIb30BATEIN
AKTUBUPYIOT €€ JUIsl y100CTBa HCIIOJIb30BaHMs B paboTe uiu yueoe;

4. He ucnonesyit ny6muunsii WI-FI 11 nepenaun AMuHBIX JaHHBIX, HapuMep s
BBIX0JIa B COIIMAJIbHBIC CETH WJIH B AJIEKTPOHHYIO TIOYUTY;

5. Ucnone3yii TONbKO 3amuineHHoe coexunenue yepes HTTPS, a me HTTP, T.e. npu
Habope BeO-aapeca BBoau uMeHHO «https://»;

6.B Mmob6mwibHOM Tenedone oTkmoun ¢Qynkmuio «Ilogkmouenne kx  Wi-Fi  aB-
ToMaTHYecKn». He momyckaii aBTOMaTH4ecKoro MmoaKiIroueHus ycrpoiictBa k cetsm Wi-Fi 6e3
TBOETO COTJIACHSI.

CouuanbHble CeTH

ConmasnbHbIe CETH aKTUBHO BXOJAT B HAIly XH3Hb, MHOTHE JIFOAU pabOTAIOT U JKUBYT
TaM MMOCTOSHHO, a B Facebook yxe 3aperucTprpoBaH MHIUTHAP/ YEJIOBEK, YTO SIBJISCTCS OJIHOM
CEIbMOM BCEX JKUTEJICH IJIaHEeThl. MHOTHE MOJb30BATEIM HE MOHHUMAIOT, 4TO WH(pOpMAIHS,
pa3MelleHHas MU B COIIMAJTIbHBIX CETSAX, MOXKET ObITh HaiiiecHa M UCIIOJb30BaHA KEM YrOJIHO, B
TOM YHCJIE HE 00513aTeIIbHO ¢ OJIarUMK HaMEPEHUSIMH.

OCHOBHBIE COBETHI 110 OE30MACHOCTH B COIMATIBHBIX CETSIX:

1. Orpanuub CHUcOK JApy3eil. Y TeOs B Opy3bsX HE [OJDKHO OBITH CIY4YallHBIX U
HE3HAKOMBIX JIFOJICH;

2. 3amumiaii cBOX YacTHYIO ku3Hb. He ykaspiBail mapomu, TenedoHbI, anpeca, Aary
TBOETO POXKICHUS M IPYTyIO JIMYHYIO HH(OpManuio. 3I0yMBIIIJIEHHUKA MOTYT HCIOJB30BaTh
Jake HH(OOPMAIIUIO O TOM, KaK ThI ¥ TBOHM POJIUTEINN TUIAHUPYETE TPOBECTH KAHUKYIIHI;

3. 3ammmiaii cBorO pemyTaIuio - IEp>KU ee B YUCTOTE U 3ajaBail cebe BOmpoc: XOTel Obl
ThI, YTOOBI JAPYTUE MOJIH30BATEIN BUICIH, YTO ThI 3arpyxkaemib? [logymaii, mpexae yeM 4To-To
OIyOJIMKOBATh, HAMMKICATh U 3aTPY3UTh;

4. Ecnu Tl TOBOPHUIIB C JIFOJBMH, KOTOPHIX HE 3HAEIIb, HE UCIOJb3YH CBOE PEATHHOE
UMS U IPYTYIO JTUYHYIO HH(OpPMaLUU: UMS, MECTO JKUTEIbCTBA, MECTO yueObl U IIPOUEE;

5. Us6erait pasmerenus dororpaduii B iHTEpHETE, I/ie ThI N300pakeH Ha MECTHOCTH,
110 KOTOPOH MO>KHO ONPEAEIUTH TBOE MECTOMOI0KEHUE;

6. Ipu perucTpauuu B CONUANLHOM CeTH HEOOXOIMMO UCIOIb30BATh CIOMKHBIE TAPOIIH,
cocTosiue u3 OykB v UG U ¢ KOJUIECTBOM 3HAKOB HE MEHEE §;

7. Jlns conManbHOM CEeTH, MOYTHI M APYTUX CAHTOB HEOOXOJMMO MCIONB30BaTh Pa3HbIE
naposu. Toraa ecnu Te0s B3JIOMAIOT, TO 3J0YMBIIUIEHHUKU MOIy4YaT JTOCTYI TOJIBKO K OJHOMY
MECTY, a HE BO BCE Ccpa3y.

DNEKTPOHHBIE NEHBIU

DNeKTpPOHHBIE NE€HBIU - 3TO OYEHb YJOOHBIM CIOCOO IUIaTeXel, OJHAKO CYIIECTBYIOT
MOILIEHHUKH, KOTOPBIE XOTAT MOJIYYUTh 3TU ACHBIU.

DNeKTPOHHBIE JEHbIM MOSBWIMCH COBCEM HENaBHO M MMEHHO M3-3a 3TOI0 BO MHOTHX
rocy/apcTBax 10 CUX IOP HE IPONUCAHO PO HUX B 3aKOHAX.

B Poccun ke OHM (QYHKIMOHUPYIOT M O HHMX YXKe IPOMHUCAHO B 3aKOHE, TIe HX
pa3fensoT Ha HECKOJBKO BMJIOB - AHOHMMHBIE M HE aHOHMMHbIE. PasHMIia B TOM, 4YTO
AQHOHMMHBIE - 3TO T€, B KOTOPBIX pa3pelraercs MPOBOAUTH olepanuu 0e3 HACHTHU(PUKALUU
M0JIb30BATENs, @ B HEAHOHUMHBIX WACHTU(DUKAIMS [TOJIB30BaTENS SIBISETCS 0043aTEIbHOM.

Taxxe cneayeT pa3nnyaTh 3JEKTPOHHbIE (UATHBIE JEHbIH (paBHBI rOCYJapCTBEHHBIM
BAJIIOTaM) U DJIEKTPOHHBIE He(hUaTHBIE IEHBIU (HE paBHBI TOCYIApCTBEHHBIM BAJIIOTaM).

OcHoOBHBIE COBETHI 110 6€30MacHOI paboTe C ITEKTPOHHBIMU J€HbIaMU:

1. TlpuBsku K cuyeTy MOOMIBHBINA TenedoH. DTO camblil yIOOHBIH U OBICTPBINA CrIOCOO
BOCCTAHOBUTh JOCTyHn K cuery. [lpuBsizanHbld TenedoH TOMOXKET, eclii 3a0yaemb CBOU
IJIATEKHBIN [TapOJIb UM 3aliIelIb HA CAUT C HE3HAKOMOI'O YCTPOMCTBA;

2. Wcnonp3yit ogHOpa3zoBbie maponu. Ilocie mepexona Ha YCHIIEHHYIO aBTOPHU3AIUIO
Tebe yxe He Oy/IeT yrpokaTh ONAaCHOCTh KPakul MITU IepexBaTa IIaTeHOTro MapoJs;



3. Beibepu cioxHbii maposb. IlpecTymHukam OyJeT HE TPOCTO Yraaatrh CIOKHBIN
naposb. HanexxHsle maposin - 3T0 naposiv, KOTOPhIE COAEPKAT HE MEHEE 8 3HAKOB M BKJIIOYAIOT B
ce0si CTpOYHbIE M MPONUCHBIE OYKBBI, HUPPHI U HECKOJIbKO CUMBOJIOB, TAKHE KaK 3HAK J10JuIapa,
(yHTa, BOCKJIMIATEIbHBIN 3HaK u T.11. Hampumep, $tRONQ!;;

4. He BBOAM CBOM JIMUHBIE JaHHBIC HAa CaliTaX, KOTOPHIM HE JOBEPSEIIIb.

DeKTpOHHAas 1ouTa

DNEKTPOHHAs 110YTa - 3TO TEXHOJIOTHUS U MPEAOCTABIISIEMBIE €10 YCIYTH 10 NEPECHUIKE U
HOJYYEHUIO 3JIEKTPOHHBIX COOOLIECHUH, KOTOpBIE PACHPENENAIOTCS B KOMIIBIOTEPHOH CeTH.
OO6bI1YHO AJIEKTPOHHBIN IIOYTOBBIN SILLAK BBITJIS AT CJIEIYIOILMM obpazom:
UMs_I0JIb30BaTEA(@UMsL_JOMeHa. Taikke KpoMme Iepeaud IpPOCTOro TEeKCTa, HMeeTcs
BO3MOXKHOCTb IepeiaBaTh (paiibl.

OcHOBHBIE COBETHI IO 0€30MacHO padoTe ¢ ANEKTPOHHON TTOYTOM:

1. Hayo BBIGpaTh NpaBUIIBHBIN OYTOBBIA CEpBUC. B MHTEPHETE €CTh OrPOMHBIN BHIGOD
OecIIaTHBIX MOYTOBBIX CEPBHCOB, OJJHAKO JIyUlle JOBEPATh TEM, KOTO 3HAEUIb U KTO IEPBHIN B
pPEUTHHTE;

2. He ykaspIBail B IMUHOM HoYTe MMuHYyI0 MHpopManuio. Hanpumep, nydiie BHIOPATh
«MY3bIKaJIbHBINA _(aHaT@» nin «pok2013» BMecTo «Temal3y;

3. Hcnonb3yil IBYXA3TamHyK aBTOPU3AIMI0. OJTO KOT/a MOMHUMO IapoJisi HYXHO
BBOJWTH KOJI, MPUChIIaeMbIid I0 SMS;

4. Bribepy CcIOKHBIA Taposib. [l KaXIO0To IIOYTOBOTO SIIMKA JOJUKEH OBITH CBOM
HaJCKHBIH, YCTOWYMBBIN K B3JIOMY I1apOJIb;

5. EciM ecTh BO3MOKHOCTh HAlMcaTh CaMOMY CBOi JIMUHBIA BOIIPOC, UCIIONB3YH 3Ty
BO3MO>KHOCTB;

6. Vcnonp3yil HECKOJBKO MOYTOBHIX SIMMKOB. IlepBblil i 4YacTHOH HepenuMcKu ¢
azpecaTamMM, KOTOPBIM Tbl JOBEps€LIb. JTO 3JIEKTPOHHBIM aIpec HE HAJO HCIIONb30BaTh IIPU
peructpanuu Ha popymax u cairax;

7. He oTkpbiBaii (haiiibl U ApyTrUe BIOYKEHHS B MUCHMAX, IaKe €CIHM OHM MPUILIA OT
TBOUX JApy3ei. JIyurne yrouHu y HUX, OTIPABIISIIN JIU OHU TeOe 3TH (Haiisbl;

8. IMocne oxoHYaHus paGOTHI HA IOYTOBOM CEPBUCE TIEPEN 3aKPHITHEM BKJIAIKH C
caiiToM He 3a0y/Jb HaKaTh Ha «BBIATHY.

KubepOynauHr uiv BUPTyaIbHOE U3/1€BATEIHCTBO

KubepOynnuHr - mpeciieioBaHHE COOOLICHUSMH, COJEpXAIUMH  OCKOPOJIEeHHUS,
arpeccuio, 3alyruBaHue; XyJIUTaHCTBO; COLMAIbHOE OOMKOTHPOBAHHWE C MOMOUIBIO Pa3IMYHBIX
UHTEPHET-CEPBUCOB.

OcHoBHBIE COBETHI 110 00pbOE C KNOEPOYIIMHIOM:

1. He Gpocaiics B 60oii. Jlydmuii cnoco6: MOCOBETOBATHCA Kak ceOsi BECTH M, €CIH HET
TOT0, K KOMYy MOXHO OOpaTuUThCS, TO BHauyaje YCHOKOMTbcs. Eciau Thl HayHellb OTBEYaTh
OCKOPOJICHUSIMU Ha OCKOPOJIEHUS, TO TOJIBKO ellle OOJIbIle pa30XiKellb KOH(IUKT;

2. VYnpapnsii cBoeii kubeppenyTanuei;

3. AHOHMMHOCTE B ceTd MHHMas. CyIIECTBYIOT CIOCOOBI BBISCHUTb, KTO CTOUT 3a
AQHOHHMMHBIM AKKayHTOM;

4. He cTOUT BeCTH XyJIUTaHCKHI 06pa3 BUPTYalbHOM KU3HH. VIHTEpHET PUKCUPYET BCE
TBOU JICHCTBUS U COXPAHSCT UX. Y TAJIUTh UX OYACT KpailHe 3aTPyIHHUTEIBHO;

5. Cobnroaii cBO BUPTYaIbHYIO YECTh CMOJIOY;

6. Urnopupyii emunudHblii HerathB. OJHOPA3OBble OCKOPOUTENIBHBIE COOOILEHHS
Jy4ile urHopupoBaTh. OOBIYHO arpeccus IpeKpalaeTcs Ha HayajalbHOW CTaIuu;

7. Ban arpeccopa. B nporpammax 0OMeHa MIHOBEHHBIMH COOOLIEHUSMH, B COLMABHBIX
CeTSAX €CTh BO3MOXHOCTb OJIOKUPOBKHU OTIPABKH COOOLIECHUH € ONPEEeICHHBIX aPECOB;

8. Eciu THl cBupeTenb kubOepOymmuHra. TBOM JeHCTBHSA: BBICTYIIMTH IIPOTHB
IIpecieioBaTeNs, MoKa3aTh €My, YTO €ro JACMCTBHUS OLEHUBAIOTCS HETaTUBHO, IOJAJEP)KATh
KEpPTBY, KOTOPOH HyXKHA IICUXOJIOTHYECKas IOMOLIb, COOOIIUTh B3POCIBIM O (QakTe
arpecCUBHOIO IMOBEICHMS B CETH.



MoOwibHBIN TenehoH

CoBpemenHble cMapTGOHBI M IUIAHIIETHl COAEpKAT B cede BIIOJHE B3POCIHbII
(GYHKIIMOHAT, M TENeph OHH MOTYT KOHKYPHUPOBATh CO CTallMOHAPHBIMHA KOMITBIOTEPAMH.
OnHako, CpeICTB 3aIIUTHI AJIsl MOAOOHBIX YCTPOMCTB MOKA OYEHb Mallo. TecTHpoBaHUE U MOUCK
YSI3BUMOCTEH B HUX TPOHMCXOJHUT HE TaK MHTEHCHBHO, Kak jis EIK, To xe camoe kacaercs u
MOOUITBHBIX MPUIIOKEHHM.

CoBpeMeHHbIE MOOMIIbHBIE Opay3ephl y)Ke MPAKTUYECKU JIOTHAINA HACTOJILHBIC aHAJIOTH,
OJIHAKO pacimupeHue (yHKIMOHANA BIEYeT 3a COOOH OOJBIIYI0 CIIOKHOCTH M MEHBIIYIO
3alIUICHHOCTb.

Jlaieko He Bce MPOM3BOJMUTENM BBHIMTYCKAIOT OOHOBJICHHS, 3aKPHIBAIOIINE KPUTHUECKUE
YSI3BUMOCTH ISl CBOMX YCTPOMCTB.

OcHoBHBIE COBETHI 151 6€301acHOCTH MOOUITBHOTO TenedoHa:

Hudero He siBisieTcsl O-HACTOSIEMY OecIiaTHBIM. Byab OCTOpOXeH, Belb Korja tede
npeIaraT OecIIaTHRIA KOHTSHT, B HEM MOTYT OBITh CKPBITBI KAKUE- TO IUIATHBIC YCIYTH;

Hymaii, npexnae yem otnpaButh SMS, ¢oto mam Buaeo. Thl TOYHO 3HACIIb, TJI€ OHU
OyIyT B KOHEUHOM UTOre?

Heo6x01uMo 0OHOBIIATH ONIEPAIIMOHHYIO CHCTEMY TBOETO CMapTQOHa;

Wcronb3yii aHTUBUPYCHBIE TPOTPAMMBI JIJIsI MOOUJIBHBIX TEJIC(OHOB;

He 3arpyxaii mpuiaoeHHs OT HEU3BECTHOTO WCTOYHHKA, BEJAb OHH MOTYT COJICPKATh
BPEIOHOCHOE MPOrPaMMHOE 00eCIIeUeHUE;

[Tocne Toro kak THI BRIAJCIIb C CaiiTa, I/ieé BBOAMJ JMYHYIO HH(OpPMAIHIO, 3ai1u B
HacTpoiiku Opay3epa u ynanu COOKies;

[Tepuoardecku MpoBepsii, KAKKUE TUIATHBIC YCIIYTH aKTHBHPOBAHBI HA TBOEM HOMEPE;

JlaBaii cBOi HOMEp MOOMIJIBHOTO Telie()OHA TOJILKO JIFO/ISIM, KOTOPBIX Thl 3HACIIh U KOMY
JIOBEPSICIITb;

Bluetooth momken ObITH BBIKIIIOYEH, KOT/Ia Thl UM HE TOJb3yelibes. He 3a0biBail nHOT 1A
IPOBEPSATH 3TO.

Online urpsr

CoBpeMCHHBIE OHJIAMH-WTPBI - O3TO KPACOYHBIC, 3aXBaTHIBAIOIINE PA3BICUCHUS,
00BEANHSIIONINE COTHU THICAY YENOBEK MO BceMy Mupy. Urpoku ucciaenyroT JaHHBIA UM MHP,
O0MIAI0TCS IPYT € APYTOM, BBIIOJHSIOT 3alaHUsI, CPAKAIOTCS C MOHCTPAMH U TIONYYalOT OIIBIT.
3a yIOBONBCTBHE OHU IUIATAT: MOKYMAOT JTUCK, OIUIAYMBAlOT a0OHEMEHT WM TpUOOpeTaroT
KaKHe-TO OIIIUH.

Bce aTu cpenctBa uMAayT Ha TMOANEpKaHWE M PAa3BUTHE WIPHI, a TaKkKe Ha camy
0C30MacCHOCTh: COBEPIICHCTBYIOTCS CHCTEMBI aBTOPH3AIlUH, BBIMYCKAIOTCS HOBBIC ITATYU
(dpoBbIe 3aMIaTKU AJIS IPOTPaMM ), 3aKPBIBAIOTCS YSI3BUMOCTH CEPBEPOB.

B momo0HBIX WTpax CTOMT OMAacaThCs HE CTOJBKO CBOMX COIEPHUKOB, CKOJBKO KPaKU
TBOETO MapoJis, Ha KOTOPOM OCHOBaHa CHCTEMa aBTOPU3ALUU OOJIBIIMHCTBA UTP.

OCHOBHBIE COBETHI TI0 OE€30MTACHOCTH TBOETO UTPOBOTO aKKayHTA!

1. Ecnu mpyroit urpok Bener ce6s III0X0 WM CO3/aeT Tebe HEMPHUATHOCTH, 3a0JIOKUPYH
€ro B CIHCKE UTPOKOB;

2. Tlokanyiics aJMHHHCTPAaTOpaM WIPhl Ha IUIOXOE MOBEIEHHE OTOTO HIPOKA,
JKEJIaTebHO MIPUIIOKUTH KaKHE-TO JI0KA3aTeIbCTBA B BUJIE CKPHUHOB;
He ykaspiBail muunyto uHdopmaiiuio B rpodaiine urpsi;
VYBaxail Ipyrux y4acTHUKOB IO UTPE;
He ycranaBnuBaii Heo(uIuaabHble MaTYH U MOJIBI;
Hcnons3yit ClI0kKHBIE U pa3HbIE TAPOJIH;

Jlaxxe BO BpeMs UIpbl HE CTOUT OTKJIIOYaTh aHTUBHpYC. IIoka Thl urpaemis, TBOI

KOMIIBIOTEP MOTYT 3apa3uTh.

OUIIMHT WK KpaXka JUYHBIX JaHHBIX

OObIuHOW KpaXkell JeHer M JOKYMEHTOB CEroJHS YK€ HHMKOrO HE YAMBHIIb, HO C
pa3sBUTHEM HWHTEPHET-TEXHOJOTMH 3JOYMBIIUIEHHUKH IEPEMECTWINCh B HMHTEPHET, W
MPOIOJDKAIOT 3aHUMAThCS TIOOMMBIMY JIETIOM.

NOoO Ok W



Tak mosiBUjack HOBasi yrpo3a: HHTEPHET-MOIICHHHYECTBA WM (DUILIUHT, TJIaBHAs 11EJb
KOTOPOT'O COCTOUT B MOJYYCHHHM KOH(HICHIMAIbHBIX IaHHBIX IOJIb30BATENCH - JIOTHHOB H
naposieii. Ha anrmuiickom si3pike phishing uuraercs kak ¢ummar (ot fishing - peibuas mosis,
password - mapoJib).

OcHOBHBIE COBETHI IO OOPBHOE ¢ PUITHHTOM:

1. CHCHI/I 3a CBOUM AaKKAayHTOM. Eciu ThI nmoao3peBaciib, 4YTO TBOA AaHKCTaA ObL1a
B3JIOMaHa, TO HEOOXOAMMO 3a0JIOKUPOBATH €€ U COOOIINTh aMHUHUCTPATOpaM pecypca 00 3ToM
KaK MOYKHO CKOpee;

2. Vicnionb3yii Ge3onacHble BeO-CaliTh, B TOM YHUCIIe, HHTEPHET-MAra3uHOB U HOUCKOBBIX
CUCTEM;

3. Vicionb3yii CIIOKHBIE U pasHble mapoiu. Takum 06pasoMm, eciu Tebs B3JIOMAIOT, TO
3JI0YMBIIIJICHHUKH MOJyYaT AOCTYI TOJIBKO K OJJHOMY TBOEMY MPO(UIIIO B CETH, a HE KO BCEM;

4. Bcin Tebs B3IOManM, TO HEOOXOAMMO IIPEAYNPENMTh BCEX CBOUX 3HAKOMBIX,
KOTOpbIE J00aBlieHbl y TeOS B OPY3bSAX, O TOM, YTO TE€OS B3JIOMAld U, BO3MOXHO, OT TBOETO
UMEHH OyZIeT pacchlIaThCs CllaM U CChUIKH Ha (DUIIMHTOBBIC CAMTHI;

5. Ycranosu Hagexusii mapons (PIN) Ha MOGHMIIBHBIIA TenedoH;
6. Otkmroun coxpanenue naposs B 6paysepe;

7. He oTkpbiBail (haiinbl M Apyrue BIOKEHUS B MHMChMAX, NaXe €CIU OHU IPULLIA OT
TBOUX Jpy3ei. Jlydie yTouHu y HUX, OTIPABIISUIM JIU OHU TeOe 3TU (haiibl.

[udposas penyrarus

udposas pernyranus - 5T0 HEraTUBHAs WJIM MO3UTHUBHAS MHQOpPMAIH B CETH O Tele.
Komnpomerupyromas uapopmanus, pasMelleHHas B UHTEPHETE, MOXKET CEPbE3HbIM 00pa3oM
OTpa3UThCs Ha TBOEH peanbHOU ku3HU. «[{udpoBas pemyranus» - 3T0 TBOM UMUK, KOTOPBIN
dopmupyercs u3 nHpopmayu o Tede B MHTEPHETE.

TBoe MecTo KHUTENnbCTBA, Y4eObl, TBOe (PUHAHCOBOE IOJIOKEHHE, OCOOEHHOCTH
XapakTepa M paccKasbl 0 OJIM3KUX - BCE 3TO HAKAIUIMBAETCS B CETH.

MHorue noJpOoCTKH JIETKOMBICIEHHO OTHOCSATCS K MyOJIMKalMU JTMYHOW MH(pOpMaluu B
WHTepHeTe, HE TOHMMAas BO3MOXKHBIX MOCHEACTBUM. ThI Jaxe HE CMOXKEIIb J0rafaThCs O TOM,
yTo (poTorpadus, pazmelieHHas 5 JeT Ha3ald, cTaja MIPUUYMHON OTKa3a IPUHATH TeOs Ha paboTy.

KomMmenTapuu, pasmenienue TtBoux Qororpaduii m apyrue JIeHCTBUS MOTYT He
WCYE3HYTh JaXe IOCJI€ TOro, Kak Thl MX yJaluib. Tl HE 3HAelb, KTO COXPAaHWI 3Ty
uH(pOpMallKIO, ToNaJla JU OHAa B MOMCKOBBIE CUCTEMBI U COXpaHWIACh JIU OHA, a TJIABHOE: YTO
HNOIYMAIOT 0 TeOe OKpPY:KaIoLIUe JIIOJIU, KOTOpble HAWAYT M yBUAAT 3To. Haiitu undopmaruto
MHOT'O JIET CITYCTSI CMOXKET JII00OM - Kak U3 JOOpBIX MOOYXJIEHUH, TaK M C HaMEpeHHEM
OPUYUHUTH Bpe. ITO MOKET OBITh KTO YTOJHO.

OcCHOBHBIE COBETHI 110 3aLIUTE HU(PPOBON pemyTauu:

1. IMoxymaii, npexae 4eM 4TO-TO MyOJIMKOBATh W HepenaBaTh y cebs B OJOre WM B
COIIMATLHOM CETH,

2. B Hactpoiikax npoduis ycTAHOBU OIPaHUYEHHS HA TIPOCMOTP TBOETO MPOQMIIS U €ro
COAEPKUMOTO, CIETal €ro TOJIBKO ISl IPY3Eh»;

3. He pa3mermnaii u He yka3blBail MH(OpMALHIIO, KOTOPas MOKET KOro-l11u60 0CKOpOIAThH
WU OOMIKATh.

ABTOpPCKOE IIPaBO

CoBpeMeHHbIE MIKOJBHUKH - AKTUBHBIC IIOJIb30BATEIN IU(PPOBOTO TPOCTPAHCTBA.
OpnHako JaneKko He BCE 3HAIOT, YTO MOJb30BAaHUE MHOTUMH BO3MOXKHOCTSMHU HH(PPOBOTO MHUpa
TpedyeT coOII0IeHHsI IPAaB HA MHTEIJIEKTYATbHYI0 COOCTBEHHOCTbD.

TepMUH «HWHTEIUIEKTyaldbHasi COOCTBEHHOCTH» OTHOCHTCS K PAa3IMYHBIM TBOPEHUSIM
YeJI0OBEYECKOT0 yMa, HAYWHAs C HOBBIX M300pETeHUI W 3HAKOB, 0003HAYAIONINX COOCTBEHHOCTD
HA TPONYKTBl W YyCIyrd, W 3aKaHyuBas KHUTaMu, Qororpadusmu, KUHODUIBMAMU U
MY3bIKaJIbHBIMU MPOU3BEICHUSIMHU.

ABTOpCKHE TIpaBa - 3TO MpaBa Ha UHTEIICKTYabHYI0 COOCTBEHHOCTh Ha MPOU3BEICHUS
HAYyKH, IUTEPATypbl U UCKyCCTBA. ABTOPCKHE MpaBa BRICTYMAIOT B KaUe€CTBE FapaHTUU TOTO, YTO
WHTEIJICKTYaTbHBIN/ TBOPUSCKUNA TPYA aBTOpa He OyJeT HampacHBIM, JACT €My CIIpaBeJIUBHIC



BO3MOXKHOCTH 3apaboTaTh Ha pe3ylbTaTax CBOErO TPYAd, MOJYUYUTh U3BECTHOCTh U MpPU3HAHUE.
HukTo 6e3 pa3perienust aBTopa He MOKET BOCIIPOU3BOAUTH €0 MIPOU3BEICHUE, PACTIPOCTPAHATD,
nyOJIMYHO JIEMOHCTPUPOBATh, MpPOAABaTh, HWMIOPTUPOBATH, MYCKaTh B MPOKAT, MyOIMYHO
UCTIOJTHSATH, TOKA3bIBATH/UCIIOHATH B 3(Upe WIN pa3Meniath B IHTepHeTe.

Hcnonp30BaHue «IIUPATCKOT0» MPOrPaMMHOT0 00eCieueHUsl MOKET PUBECTH K MHOTUM
pUCKaM: OT IMOTEPH JAHHBIX K TBOMM AaKKayHTaM JO OJIOKHPOBKH TBOETO YCTPOHCTBA, TIE
yCTaHOBJICHA HellerajgpHas rnporpamma. He cTout Takxke 3a0bIBaTh, UTO CYIIECTBYIOT JieTajbHbIE
1 OecIIaTHBIE TIPOTPAMMBI, KOTOPBIC MOKHO HAWTH B CETH.

O noprane

CereBuuok.pd - TBOW TJIaBHBIA COBETYMK B CETU. 31eCh Thl MOXKCIIb Yy3HATH O
0€30MacHOCTH B CETU MOHATHBIM U JIOCTYIHBIM SI3bIKOM, a MPU BO3HHUKHOBEHUM KPUTHUYECKOM
CUTyalluu OOpaTHTBCS 32 COBETOM. A TakKe MPHUHSITH Y4acTHE B KOHKYPCAax U CTaTh CaMbIM
U (GPOBBIM TpakIaHUHOM !



